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CONG AN TP. HO CHIMINH  CONG HOA XA HOI CHU NGHIA VIET NAM
CONG AN HUYEN CAN GIO DPoc ldp — Tu do — Hanh phiic

Sé: 4}7—{ /CAH Can Gig, ngayd4- thang €nam 202 |

V/v phéi hop tuyén truyén phong, chéng
101 pham loi dung khong gian mang
thue hién hanh vi.pham téi

Kinh gtri:
- Chui tich UBND céc x4, thi tran;
- Cong an céc x4, thi trin va D01 An ninh;
- Trung tdm van hoa, thé thao va truyén thong huyén;
- Uy ban Mt tran To quéc Viet Nam, Hoi Nguoi cao tuoi,
Cuu chién binh, Nong dan, Phu nir huyén, Huyén Doan;
- Cong ty TNHH Mot thanh vién Dich vu cong ich huyén;
- Ban Quan ly rung phong hé huyén;
- Phong Gido duc va dao tao huyén.

Can cit Cong vin go”’ 641/PV05-D3 ngay 26/5/2021 cua Phong P05, Cong
an Thanh pho vé viéc phoi hop tuyén truyén phong, chéng t6i pham loi dung khong
glan mang thue hién hanh vi pham t4i.

Nay Coéng an huyén thong bao nhiing noi dung sau:

. - Trong thoi gian gén ddy, tinh hinh toi pham trén dia ban Thanh phé dién ra
hét st phirc tap, ddc biét 1a t6i pham st dung cong nghé cao lira déo chiém doat
tai san v&i phuong thire, tht doan ngay cang tinh vi. Qua cong tdc ndm tinh hinh va
déu tranh véi toi pham str dung cong nghé cao cua Céng an Thanh phé; duoc biét
mot s6 ddi tuong loi dung khong gian mang deé hoat dong “tin dung den” béng hinh
thire cho vay online va chiém doat tai san Facebook théng qua dich vu cho thué
sim truc tuyén dién ra cong khai, phirc tap ¢ nhiéu dja phuong, gay mat 6n dinh
tinh hinh an ninh, trat tu an toan x4 hoi.

- Nham g6p phan phong nglra, phat hién va ddu tranh, ngan chan tdi pham
trén khong gian mang. Céng an huyén gui thong bao tuyén truyén vé phuong thirc,
thu dor;}n cua toi pham loi dung khong gian mang thuc hién hoat dong “tin dung
den” bang hinh thtrc cho vay online, chiém dat tai khoan Facebook (co gui kém
théng bdo); de nghi cac dong chi lanh dao cac €0 quan, Ban, Nganh, Doan thé phdi
hop t6 chie tuyén truyén, phd bién sau rong dén can bg, doan vién, cong nhan,
vién Chl:IC, nguoi lao dong, hoc sinh, sinh vién va Nh@n dan trén dia ban huyén
nhan biét dé phong ngira, phdt hién, tich cuc tham gia 10 gidc va déu tranh véi cac
thu doan hoat dong cua loai (i pham nay, nham dam bao gitr ving tinh hinh an
ninh chinh tri, trat tu an toan xa hoi trén dia ban huyén; gop phan day manh va



thuc hién c6 hiéu qua phong trao toan dan bao vé an ninh T6 quoc trén dia ban
huyén Can Gio.

R4t mong su quan tim phdi hop cua céc dong chi./.

Noi nhan:

- Nhu trén;

- Uy ban nhan dan huyén;

-P/c Truéng Cong an huyen;

- Céc d/c Pho Truong CAH (p/h chi dao);
- Luu: VT, PT,
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THONG BAO
Thu doan t6i pham loi dung khong gian mang thue hién
hoat dong “tin dung den” b%lng hinh thirc cho vay
online, chiém doat tai khodn Facebook

PHONG XAY DUNG PHONG TRAO
BAO VE AN NINH TO QUOC

Hién nay, sé déi tuong hoat déng “tin dung den” bang hinh thuc cho vay online;
chiém doat tai khoan F acebook théng qua dich vu cho thué sim truc tuyén didn ra cong
khai, phtrc tap ¢ nhiéu dja phuong, gdy mat én dinh an ninh trat tu véi mot sd thy doan,
phuong thirc hoat dong sau:

1. Doi twgng chiém doat tai khodn thong qua cho thué sim truc tuyén;

a) Phuong thire hoat dong: Céc dbi tuong tao lap trang web cho phép nguoi dung
tao tai khoan, nap tién thué sim trong khoang thoi gian ngin dé nhén tin nhén hodc cudc
801 xac minh céc dich vu mang xa hoi nhu Facebook, Google, Zalo,...Trang web nay
duge két ndi véi cac thiét bi GSM dé nhén tin nhan, cudc goi va gl ma xéc nhan cho
nguoi ding qua giao dién Web khi dat yéu cau. Céc sim ddi tuong dung cho thué c¢ thé
la sim méi chua ¢ nguoi dung hodc sim tung duoc sir dung nhung d3 bj thu hdi.

b) Thu doan chiém doat tai khoan: Céc gi’éi tuong su dung trang web cung cip dich
vu cho thué sim truc tuyén dé cho thué sé dién thoai nhan mi xdc thuc tai khoan
Facebook. Néu sé dién thoai thué dugc c6 két ndi véi tai khoan Facebook thi s& yéu cau
mé xéc thuc, tir d6 d6i mat khiu dé chiém quyén quan tri Facebook. Nguyén nhéan cua
cac truong hop nay chu yéu la do nguoti bi hai sir dung ID dang nhip Facebook bang sb
dién thoai khéng con si dung, sb dién thoai cti hoic khong chinh chu. Sau khj chiém
quyén quan tri tai khoan Facebook cua nan nhan, ddi tuong thuong thuc hién cac hanh Vi
sau: '

1.1. Nhan tin cho danh sach ban bé cta nan nhan dé lia chuyén tién;

1.2. Nhan tin cho nan nhan doi tién chude lai quyén quan trj tai khoan;

1.3. Gui duong link trang web gid mao Facebook cho ban be dé tiép tuc lira 14y
théng tin dang nhap;
1.4. Chiém quyén quan tri trang (fanpage), nhém (group), tai khoan quang céo (cé
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thé lién két véi thé tin dung) ma tai khoan Facebook ctia nan nhan quan ly.

Céc dbi tuong thuong su dung dich vu tai céac dia diém kinh doanh Internet, USB
3G, 4G hoéc st dung proxy dé két noi mang Internet nhidm che dau hoat dong pham t6i
va dé dang dang nhap nhiéu tai khoan F acebook ma khéng bj khoa. :

2. Poi twong cho vay online: Cac déi tuong lién quan dén hoat dong “tin dung den”
ngay cang banh truéng, lién tuc thay doi céch thuc cho vay tién online nhuy: Vndong,
Evay, Rrdong,... ding nhiéu thy doan du do nguoi dan vay lai ndng qua cic budc co ban:

2.1. Tiép can nguoi cd nhu cau vay tién, du db ho tai l’l'ng dung trén dién thoai di
dong, tao tai khoan c4 nhén, dong y véi moi didu khoan va cho phép tng dung truy cap
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vao danh ba, hinh anh cua dién thoai. Qua do, cac doi tuong dé dang nim danh sach
thong tin lién lac, luu trl hinh anh ctia ngudi vay va cua nguoi than, ban beé nguol vay;

2.2, Yéu cau ngudi vay cung cap thong tin c4 nhan (ho tén, CMND/CCCD, 56 dién
thoai, dia chi nha, noi lam viée, 5O tai khoan ngan hang, hinh anhy), gia dinh, ban be dé
duyét ho so cho vay online qua ung dung di¢n thoai,

2.3. Budc ngudi vay tra ng voi 1di suat rat cao (70-80%/nam) béng cach chuyén
khoan truc tiep vao so tai khoan ngan hang (doi tuong thuong xuyén thay doi so tai
khoén ngan hang dé che dau lai lich va hoat dong);

2.4. Mac du ngudi vay khong muén tiép tuc vay nita nhung d6i tuong van tu y

chuyén khoan so tién khac vao sb tai khoan ngan hang cua ngudi vay roi budc nguol vay
chuyén nguoc lai gap do: khoan tién do véi ly do tra goc, 1ai va phi vay.

Néu nguoi vay khong tra, ddi tuong sé gy suc €p kiéu “xa hoi den” dé doi no, nhu:
nhin tin, goi dién thoai lién tuc dé khung bo tinh than, de doa tinh mang nguoi vay, gia
dinh, quay réi ban be, dong nghiép cua nguoi vay; boi nho, tung tin ddn, cat ghép hinh
anh cta nguoi vay dé dang 1én manh xa hd) gay stre €p; gui email, thu nac danh dén noi

lam viéc ciia ngudi vay, gay ap luc;... Do so hai, mét moi, mot so truong hop nguoi vay
dong y tra tién nhung van khong dut dugce sy deo bam, khing b6 tinh than cua doi tuong.

3. Tw tinh hinh trén, dé phong ngira, ngdn chan hoat djng ciia cac d6i twong toi
pham trén, nguoi dan cin lru y:

3.1. Thay doi, cap nhat s dién thoai dang su dung lam ID dang nhap Facebook, su
aung ché do bao mat 02 lop cua ung dung Facebook dé han ché tinh trang cac doi tuong
xam nhap chiém quyén Kiém soat Facebook. Nang cao y thuc vé bao vé thong tin ca
nhan, can trong trong viéc dua théng tin cd nhan, thong tin tai khoan ngan hang lén cac
ing dung mang xa hoi. Truong hop bi xam nhap can phai binh tinh lam theo cac buoc
hudng dan cta Umg dung dé lay lai quyén quan tri, dong thoi thong bdo ngay vOl ngan
hang dé dugc hd tro tam khoa tai khoan va bao ngay v61 nguoti than dé canh giac, tranh
bi thiét hai vé vét chat.

3.2. Nguoi dan néu cé nhu cu vay tién thi nén dén cac ngan hang, to chuec tin dung
tin cay dé dugc tu van cu thé: dbi voi nguoi dan bj doi ng “khong chinh chu” can giai
thich ngan gon viéc khong lién quan, khong co trach nhiém voi khoan ng, néu dugc nén
hoi tén cong ty doi ng, ghi &m cuoc goi, luu tin nhén dé lam bang ching, cung cap, phéi
hop véi co quan Cong an. Nguoi dan khong nén doi co voi nguoi doi ng, hét sic sang
sudt, binh tinh trong xur ly; su dung cic tinh nang chan sé thué bao dé giam thiéu phién
ha; thong bao voi nguoi than, dong nghiép biét tinh hinh trén va chu dong trong cach ng
pho, tuyét d6i khong cung cép thong tin ca nhan va lam theo yéu cau cua loai toi pham
nay; nhanh chong trinh bao co quan Cong an dé co bién phap xu ly ca nhan, t6 chirc doi
no tréi quy dinh phap luat (lién hé voi don vi Cong an gan nhat, Cong an cac quén, huyén
hoac Phong Canh sat Piéu tra toi pham vé Trat tu xa hoi CATP) dé phéi hop xu ly. (b
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